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ABSTRACT

We contend that ASMSA (Approach for Selecting the Most
Suitable APIM) [31], which incorporates stakeholder par-
ticipation and systematic decision-making processes, is the
optimum methodology to select the most suitable APIM for
a given context.

1. INTRODUCTION

We observed an interesting debate at SOUPS 2007 be-
tween the proponents and the audience regarding the use of
a gaze-based PIN entry solution for identifying cardholders
withdrawing money from cash machines [24]. As with many
of these types of debate about digital identification, the tech-
nical proposal was defended well and the audience identified
vulnerabilities, e.g. environmental lighting impacting accu-
racy, and issues, e.g. exclusion of poorly sighted customers.
It was recognised, by many present, that evaluation criteria
for APIMs would not only assist these debates but also the
actual selection of the most suitable human identification
mechanism for a particular context.

Automated Personal identification, as defined in this pa-
per, applies to all of the various methods that computer sys-
tems use to establish the identity of individual [42], which
include user authentication, biometric verification and bio-
metric identification solution types. Organisations introduce
APIMs to manage their business risks associated with infor-
mation assets, e.g. payment card transactions, or to open
new service delivery channels, e.g. eGovernment services
to citizens, cost effectively [5]. Conversely, users want to
perform their tasks quickly and easily, preferably without
cumbersome or intrusive identification routines [1].

Ineffective APIMs impact upon organisations and their
user communities, as evidenced by [36], resulting in unac-
ceptable risks and societal issues. Poorly designed APIMs
are exploited through vulnerabilities ranging from techno-
logical deficiencies as identified by [34] to inappropriate or
inadvertent user actions, as noted by [28]. Unreliable APIMs
may also adversely impact critical life-threatening situations,
as a consequence of inappropriate user authentication con-
trols in health information systems [18].

It seems expedient, therefore, to establish methodologies
which can determine the most suitable APIM for a given
context in order to minimise vulnerabilities, costs and ad-
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dress user community issues in terms of acceptability, ac-
cessibility and usability. We argue that APIMs should be
selected using a participative design approach [29], by engag-
ing all relevant stakeholders, including the user community,
and systematic decision processes.

1.1 Selection Approaches Practised

Commercial methodologies for Identity Management (IdM)
[7] concentrate on the protection of organisation’s interests,
i.e. corporate employee or customer identification and access
control to assets.

These IdM methodologies [13, 14] are based on capability
maturity modelling [23, 41], which focuses on organisational
processes for asset protection and legal compliance rather
than ascertaining the optimal solution to identify users in
the community with their respective tasks. It appears that
IdM methodologies do not give sufficient regard to commu-
nity acceptance, accessibility and usability in these enter-
prise identification contexts.

Additionally, evidence confirms that organisation’s pri-
mary objectives are not being met as fraudulent activity
continues to increase [8], which suggests that some APIM
implementations may not be suitable and approaches cur-
rently practised may need reconsideration.

For some heterogeneous identification contexts, e.g. na-
tional eID Cards, there is reliance on the competencies of
experts (i.e. no systematic methodology) and, in some con-
texts, the use of pilot exercises to trial alternative solutions
[27] rather than devoting effort to document objectives and
requirements [38]. For example, the Belgian eID Card Pro-
gramme commenced over a decade ago, employed a pilot
exercise, and may be considered to be the most mature eID
Card implementation in the EU; however, as a key compo-
nent to the Belgian eGovernment’s initiative, it has serious
vulnerabilities [39] and remains under utilized by its citizens
[26].

1.2 Towards Participative Approaches

Broad heuristics for assessing biometric solutions [20] and
high-level frameworks for evaluating the properties of IdMs
[21] exist; however, we consider that more emphasis needs
to be placed on the relevant stakeholders’, including the in-
tended user community, aims and objectives surrounding
the context’s human identification challenge. Importantly,
there is now recognition [20] that more attention needs to
be paid to problem analysis in this space, in order to avoid
unintended and counter-productive side effects of selecting
unsuitable APIMs, by undertaking assessments from alter-



native perspectives.

Generic approaches, as proposed by [35, 3], evaluate the
organisational values of enterprise IdM Systems, which are
based upon the balanced business scorecard method. Return
on Security Investment (ROSI) evaluations can, it is claimed
[11], provide both tangible and intangible measurement of
security controls; however, we consider risk and control val-
ues for organisations do not address acceptability issues [37],
usability issues [19, 10, 1], accessibility issues [33] or assess
the impact upon society [4].

Efforts to determine the suitability of APIM using quan-
titative methods [32, 37], with evaluation criteria may be
applied heuristically to some contexts. Nevertheless, we con-
sider that the suitability of an APIM, which can impact a
large or diverse user community and involve many complex-
ities, is better determined by applying a qualitative method-
ology. We also consider that these complexities should form
the attributes in an evaluation framework, to model the re-
lationships between the differentiating factors. We also con-
sider that a selection method must accommodate mixed data
types. We acknowledge, however, that some processes, such
as the ordering of preferences, are quantitative tasks.

We consider that striking the right balance between stake-
holders’ objectives is key to the selection of the most suit-
able APIM in any context. As with other information secu-
rity systems, achieving this goal requires collaborative and
transparent processes together with, crucially, user partic-
ipation [12]. A systematic evaluation approach not only
helps communication between interested stakeholders but
also provides evidence to justify to others the reasonable-
ness of the proposed decisions [17].

All APIMs have vulnerabilities, costs and issues [30] and
inevitably, organisational decisions may demand some trade-
offs; however, stakeholders’ preferences and requirements
should still be established before the various identification
solutions are even evaluated [9]. Equally, rectifying an APIM
implementation may not always be an easy course to pur-
sue. Essentially, stakeholders, particularly the APIM own-
ers, need to determine whether the APIM is the most suit-
able by establishing a complete set of requirements or Key
Performance Indicators. These requirements are essential
for evaluation purposes. Quality models, with comprehen-
sive evaluation criteria, not only facilitates better informed
and, therefore, rational decision-making, but also improves
a project’s success rate [2].

2. THE ASMSA METHODOLOGY

We have introduced ASMSA[31], comprising of systematic
decision-making and stakeholder consultation processes, to
capture and reconcile all objectives and requirements in a
given context.

ASMSA’s evaluation framework models the Strategic Aims,
Operational Requirements and Solutions’ Attributes per-
spectives using established criteria to evaluate APIMs [30].
Its three-stage selection method draws on Multi-Stakeholder
Processes (MSPs), as described by [22], as a means to help
reconcile the stakeholders’ objectives and incentives for the
introduction of the APIM. ASMSA’s selection method also
uses a Multi-Objective Multi-Criteria (MOMC) technique,
which, according to [16], explicitly recognises the existence
of many points of view and more than one set of qualities in
a decision process.

Stakeholder objectives, within policy and constraints, are

established and reconciled, which help to inform operational
requirements for the APIM. These requirements describe the
functionality, performance and assurance testing schemes for
the APIM as a discrete application, e.g. verifying the holder
of an ePassport, or one that forms part of a transaction, e.g.
Internet banking. Candidate solutions are then compared
against these stated requirements. They are also assessed in
terms of adequacy of their information security architecture,
reliability, accessibility and usability.

3. SUMMARY

Criteria for evaluating APIMs, developed over the decades
from various perspectives [40, 15, 33], have been consoli-
dated [30]; however, methodologies established for selecting
APIMs require theoretical and practical validation.

Effort is now required to validate the efficacy of ASMSA
against other methodologies and current practices, using the
criteria below proposed by [25], which could be applied for
enterprise, federated and heterogeneous identification con-
text types:

1. Execution time required;

2. Size of problem considered (dimensionality and pro-
portionality);

3. Accuracy of selection in respect to optimal decision
variables and /or objective function;

4. Simplicity in use;

5. Simplicity of computer program to execute algorithms
and processes; and

6. Capable of application to real world problems.

We anticipate that some methodologies may be more ap-
propriate than others in certain circumstances. Essentially,
the development of a mature attitude towards digital iden-
tity is needed by all stakeholders to enable enterprises and
society to then take full advantage of digital identification
technologies [6].
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